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[bookmark: _Hlk215939187]Abstract: The development of space technology and its widespread use for civilian and military purposes are increasing the importance of space for the functioning of modern states, in terms of their security. This article addresses the management of satellite systems in Europe, which underpin the functioning and conduct of business by European economies. The widespread use of satellite services, the use of data and products in the daily lives of citizens, the progress of civilization, and the rising standard of living have led society to become dependent on daily access to technologies and services based on satellite resources. Economic functioning, production, trade in goods and services, and industrial development all rely on space resources. Naturally, the growing importance of space usage has led to an increase in potential threats, both natural and human-induced, stemming from the use of space and the development of anti-satellite (ASAT) capabilities. In this context, ensuring logistical security is a major challenge for all stakeholders interested in using space for various purposes, such as navigation, Earth observation, and communications. This applies to all critical services, from component production and supply, through ground infrastructure, to the maintenance and replacement of orbital components. Environmental protection is an important aspect of replacing worn orbital components. These activities should include the recycling of worn orbital components. In this process, attention should be paid to the issue of eco-logistics.
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1. Introduction
The development of space technologies and their widespread use for civilian and military purposes are increasing the importance of space for the functioning of our economies. It should be noted that production, trade in goods and services, and industrial development rely on satellite resources. Limiting access or eliminating them would threaten the interests of European countries.
The massive increase in the number of satellite systems has led society, the economy, and public administration to become dependent on data, products, and services (DPS) originating from space. Whether you want to check the weather forecast, get up-to-date information on a train's location, or make an international money transfer, you need to utilize resources available in space.
Poland's needs related to space use were defined in the Polish Space Strategy of 2017, which emphasizes the importance of national capabilities in Earth observation, satellite communications, space observation, and the construction of launch vehicles into Earth orbit as key to Poland's construction and development.
The European Union also approved the Space Strategy for Europe in 2016, identifying space capabilities as key to ensuring security. In 2022, the role of space was emphasized in the Strategic Compass and in EU space-based defence capabilities. This document emphasizes that without space capabilities, the European Union cannot guarantee the community's strategic autonomy in the area of security and defence.
As a result of the above documents, the EU Space Strategy for Security and Defence was published in March 2023 as a response to the threats, challenges, and risks posed by the use of space. Because space currently plays a key role in terms of security and economic interests, it is also an arena where the interests of states vying for dominance compete.
A key aspect of utilizing space, which forms the foundation of a state's security system, is the ability to utilize space and secure access to national, European, allied, and other satellite resources based on bilateral agreements. Building national capabilities and taking responsibility for their own satellite platforms means that countries with their own satellites have greater opportunities to secure access to data, diversify data sources, and exchange capabilities with their partners. However, as a result of possessing national resources, these countries are responsible for the safe operation of their systems in orbit, which, in practice, means managing and operating their own satellites.


The main objective of this article is to address aspects related to the design and management of satellite resources in orbit, and the responsibilities arising from ownership of satellite systems. Furthermore, the article highlights the importance of the constraints and opportunities of European-led processes when making decisions about satellite resources.
Therefore, the article includes, among others:
· Legal aspects,
· Financial aspects,
· The ability to launch payloads into orbit,
· The changing technological developments,
· The security of our own resources in orbit.

The article is divided into five parts. The first describes the normative acts regulating the use of outer space and the responsibility for owning one's own orbital resources. The next part discusses the limited satellite launch capabilities of European states, which impacts planning and European independence. The third part highlights the financial aspect, comparing Europe to other continents. Due to dynamic technological changes and miniaturization, the article describes how these developments influence the planning of subsequent satellite constellations. The final part highlights the risks and challenges satellites will face after launch into orbit.
2. Challenges for Logistics Security in Transport in the Context of the European Satellite Systems
As a result of rapid technological changes and the consequent availability of high-performance algorithms, the perception of data availability and analysis in the context of logistics security has also changed. Digital technologies, space exploration, supply chain management, including critical infrastructure security, and large-scale data management have become particularly important in recent years for global business. Economic and geopolitical transformations have made logistics security increasingly important, both economically and militarily. Logistics security in space involves ensuring the continuity of services, from the production and supply of components, through ground infrastructure, to the maintenance and replacement of orbital elements.
In the article (Semenov et al. 2025), the authors noted that a key factor hindering management process improvement and increasing associated risk is the incompatibility of innovative AI applications with the traditional supply management architecture in the studied enterprise. The authors emphasized that the integration of human capital with AI is becoming a factor driving the efficiency of the company and its processes. Similarly, the authors of the article (Zgorzelski et al. 2025) highlighted the role of artificial intelligence as a key element of digital transformation in the transport sector. They pointed out that AI-based technologies contribute to increased efficiency and process automation, but their implementation also poses new challenges. These primarily concern data quality and security, system interoperability, and ensuring the transparency and reliability of algorithms used in critical transport infrastructure. The security of systems against cyberattacks is the subject of analysis by many authors and various scientific and research centers. For example, the authors of (Izdebski et al. 2024) presented the issue of cyberattacks in air transport, which is crucial for ensuring the safety and reliability of airports and air transport operations. The authors conducted security analyses using a method for predicting cyberattacks in air transport based on neural networks.
Logistics security encompasses not only classic risks, such as supply chain disruptions, but also threats related to digitalization and process automation, as well as the growing use of AI-powered processes. The use of cloud solutions, IoT, and sensor technology, as well as integration with information systems and autonomous transport systems, means that an attack on the digital layer can quickly translate into disruptions to material flows.
Kukulski et al. (2023) presented a risk mapping model for the operation of a multimodal transport system, highlighting the risks of disruptions in information flow as significant for system reliability. The authors indicated that digitalization improves the transparency and control of the logistics process, but simultaneously increases vulnerability to attack, requiring informed cyber risk management. Similarly, the authors of (Zieja et al. 2015) emphasize the importance of IT systems that support aircraft flight safety management. Wachnik, Kłodawski, and Kardas-Cinal (2022) discussed reducing the information gap in systems meeting Industry 4.0 requirements as a way to reduce energy consumption, while also significantly increasing process safety. Reducing the information gap allows for increased data integrity and availability, and consequently, the reliability of algorithms (e.g., artificial intelligence) and maintaining business continuity in disruptive situations.
Supply chain cybersecurity is particularly important for all space stakeholders (Table 1) who have been included in NIS2. It means greater audit requirements, incident reporting, and supplier oversight.



Table 1. Entities and their functions in the European space ecosystem
	No.
	Entity / institution
	Tasks / Functions

	1.
	ESA
	technology and satellite development

	2.
	EUSPA
	operational and exploitation

	3.
	EU SST
	15 nation partnership for space awareness

	4.
	DG DEFIS
	policy, budget, regulations

	5.
	Member states & private operators
	implementation, maintenance, supply sector


Source: Own study

Due to the multitude of factors that must be considered in the management of satellite resources in space, as in transportation systems, risk management is a crucial issue. As evidenced by numerous studies in the field of transportation, risk management is a complex decision-making problem. This is determined by the fact that the transportation systems studied often have complex functional structures. In (Izdebski et al. 2022), the authors indicated that heuristic algorithms play a key role in risk management in road transport.
The methodology of risk management in road transport (Izdebski et al. 2025, Woźniak et al. 2015) or in airport processes (Gołda et al. 2021) using heuristic algorithms is a theoretical and practical apparatus that allows its use to solve specific decision-making problems related to risk management in various areas of research, including the management of satellite resources in space.
It should be noted that logistics security is becoming a domain not only of supply chains but is also beginning to encompass the potential of space, including communication, navigation, connectivity, and observation, supporting the operation of logistics systems. At the same time, it is inaccessible for testing solutions. Similarly, geographically distant logistics systems require the use of remote solutions, yet provide direct perception of experiences. Immersive technologies such as VR are used for this purpose. VR can be used to enhance logistics security through remote communication, training, and support for the design and testing of solutions.
Lewczuk and Żuchowicz (2024, 2025) proposed a methodology for using simulation models with an immersive VR layer to study the safety of intralogistics systems, pointing to the significant practical potential of this technology in the analysis of working conditions, ergonomic analysis of workstations, and dynamic redesign of solutions. The ability to quickly test and adapt solutions offers the potential to improve the logistics safety of the system, as well as increase the efficiency of the design process and enable its implementation also for systems with a space component.
3. Aspects to be Considered
3.1. Important normative acts regulating the use of outer space
Activities in outer space are regulated by existing international space law, which is part of public international law, regulating the legal status of outer space and the principles of activities conducted by states and entities authorized by states.
As a result of the work of the Standing Committee on the Peaceful Uses of Outer Space (COPUOS) at the UN General Assembly, five agreements in the field of space law were established:
· The Treaty on Principles Governing the Activities of States in the Exploration and Use of Outer Space, Including the Moon and Other Celestial Bodies of January 27, 1967 – the so-called Outer Space Treaty;
· The Agreement on the Rescue of Astronauts, the Return of Astronauts and the Return of Objects Launched into Outer Space of April 22, 1968 – the so-called Rescue Agreement;
· The Convention on International Liability for Damage Caused by Space Objects of March 29, 1972 – the so-called Liability Convention;
· The Convention on the Registration of Objects Launched into Outer Space of January 14, 1975 – the so-called Registration Convention;
· The Treaty on Principles Governing the Activities of States on the Moon and Other Celestial Bodies of December 18, 1979 – the so-called Moon Agreement.

The Outer Space Treaty serves as the primary legal document regulating these activities, establishing peaceful principles for the use of space and prohibiting the appropriation of outer space. The document guarantees the free exploration and use of space by all states, defining the legal status of outer space and the rights and obligations of states conducting activities. The Rescue Agreement, on the other hand, provides security to states in the event of equipment or object failures (such as spacecraft and their components), or emergency landings of cosmonauts, and their return to the launching state.
The Liability Convention is a document regulating the international liability of states for damage caused by their space activities. It expands and details the Outer Space Treaty. The Registration Convention of Space Objects establishes an international register of space objects and imposes obligations on states related to the identification and control of their objects. In the case of the Moon Agreement document, it serves a regulatory function, and its primary goal is to ensure that outer space is used peacefully, prohibiting its militarization, and is used on an equal basis and for the benefit of all states.
The most important of these documents is the 1967 Outer Space Treaty, with subsequent documents supplementing, clarifying, and expanding upon the established principles. When deciding to build, acquire, or possess space assets, existing international space law must be adhered to, defining the principles for conducting activities, registering planned launches, monitoring them during operational activities, and assuming liability for any damage caused by such activities.
3.2. The aspect of the limited possibilities of launching payloads into orbit in Europe
Currently, Europe has only two operational systems capable of launching satellites and their payloads into orbit: Ariane 6 and Vega C. These systems form the basis of the European Union's sovereign launch capability. At the same time, 29 new launch systems are in early or very early stages of development in six European countries.
The Ariane 6 is a launch vehicle, manufactured primarily in France and Germany, designed for heavy- and medium-lift missions. To date, the rocket has completed only three successful launches into orbit. Regular use of the rocket is planned from 2026 onward, with a frequency of approximately six launches per year.
Vega C, developed by the Italian company Avio, is a rocket designed exclusively for Low Earth Orbit (LEO). Due to its size, it is intended for the light and medium launch segment. Since its launch in July 2022, the Vega C has completed only five flights, four of which were successful. From 2026, the rocket is scheduled to complete five missions per year.
Figure 1 shows existing and operational payload launch systems as well as systems under development and planned for introduction, developed by Novaspace as part of a report for the European Commission entitled Support instruments for EU / European access to space.
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Fig. 1. Summary of operational and developing European launch systems
Resource: Novaspace (2025). Support instruments for EU / European access to space.

Outside of Europe, the global launch vehicle market is dominated by countries with advanced space potential and a large space heritage, such as the United States, Russia, China, India, and Japan.
The American company SpaceX has revolutionized the way satellites are launched by reusing parts or all of their rockets and aggressively pricing. SpaceX currently controls over 50% of the global commercial launch market and over 90% of the heavy launch capacity. This dominance has impacted pricing and the overall market, posing challenges for other providers regarding availability, reliability, and pricing.
Figure 2 shows the change in the price of commercial satellite launches in the period from the 1960s until the planned introduction of the large Starship launch vehicle into service, developed by the American Center for Strategic and International Studies.
The company currently launches satellites into orbit using Falcon 9 and Falcon Heavy rockets and is developing a large Starship launch vehicle capable of carrying payloads weighing up to 150 tons into low-Earth orbit (LEO). SpaceX boasts a very high reliability record, with no failures between 2015 and 2024. In 2024 alone, the company completed 136 launches (97 of which were for its own Starlink and Starshield constellations), accounting for more than half of the global total of 259 launches, according to Noivaspace's report for the European Commission, "Support instruments for EU / European access to space."
The above figure confirms that in the 1990s and early 2000s, the launch cost ranged from $6,200/kg (for the Chinese Long March 3B rocket) to $10,400/kg (for the American Delta IV rocket). Since 2015, the launch cost has fallen to $2,600/kg (for SpaceX's Falcon 9 rocket) and $1,500/kg (for SpaceX's Falcon Heavy rocket) for commercial users. Estimates suggest that once the Starship heavy-lift launch vehicle enters service, the cost will drop to around $200/kg.
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Fig. 2. Cost breakdown of launching payload (per kg) into orbit
Resource: Centre for Strategic and International Studies (2025).

The change in the approach to launching satellites into orbit, by allowing commercial entities to provide these services, has led to the development of technology and a reduction in the costs of launching payloads as a result of using part or all of the rockets. The development and demand for commercial services, primarily provided by the American market, have led to interest from European entities in the cheaper services provided by SpaceX and delays in the development of the European market.
3.3. The financial aspect
Due to the widespread use of space both in the country's economic development and state security, the number of satellite systems is growing, and the number of financial resources allocated to the development of satellite systems is increasing.
From 2022 onward, the main driver of growth in the overall public space budget is, of course, the military. The defence budget's share of funding has been growing, reaching 54% in 2024, with a 46% share of civilian spending. This is confirmed by the chart in Figure 3, prepared by the European Space Agency (ESA), as part of its Report on the Space Economy.
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Fig. 3. Share of civilian and defence spending in global space budgets (2020-2024)
Resource: The European Space Agency. Report on the Space Economy (2025).

In Europe, the overall public space budget was €12.6 billion in 2024, representing a 2% increase compared to 2023 for the European continent, according to the aforementioned ESA report. However, Europe's share of the global space spending market only accounted for 10% of total spending, down from 15% five years ago, demonstrating a slow downward trend in the importance of the European market.
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Fig. 4. Share of spending (civil and defence) on space in 2024
Resource: The European Space Agency (2025). Report on the Space Economy.

Financial considerations are crucial in planning the development and deployment of European satellite resources in space. Satellite systems are expensive investments that require long-term financial planning and a delayed return on investment.
3.4. Technological progress vs. safety of own resources
3.4.1. Issues of technological progress 
The development and miniaturization of new technologies, and the resulting commercialization of satellite systems and orbital launch systems, have made space generally accessible to many countries previously unaffiliated with space exploration. Consequently, space has lost its reputation as a field of competition between great powers.
The chart in Figure 5, developed in 2023 by the European Space Policy Institute as part of the report entitled ESPI Yearbook 2022, Space Policies, Issues and Trends, illustrates the increase in the number of satellites launched into orbit, including primarily commercial resources, caused by the development of the satellite telecommunications services supply market, including SpaceX's Starlink resources (77.9% of the entire commercial market in 2020-2022).
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Fig. 5. The number of satellites launched into orbit
Resource: European Space Policy Institute (2023). ESPI Yearbook 2022, Space Policies, Issues and Trends.

As a result of the above, more and more private, public, and research entities from various countries around the world are placing their satellites in orbit to prove their skills, conduct research and tests in space, or conduct business activities using space. The graph in Figure 6, prepared by Novaspace as part of a report for the European Commission entitled "Support instruments for EU / European access to space," confirms the above trend of technological progress and commercialization of space, as a result of satellite systems planned to be launched into orbit by 2033.
The use of civilian space resources, which could be dual-use, is a method for supplementing military capabilities that can be used to ensure the functioning of the state's security system. This is because satellite platforms produced by contractors and suppliers are technically tailored to specific customers, depending on their needs. This means that some satellites can be used for both civilian and military customers, complementing the resources of the other party.
Civilian space resources are used in the daily lives of citizens in most countries around the world, providing access to satellite services for weather forecasting, navigation, border and water monitoring, monitoring agricultural crops, fisheries, forests, natural disasters, and emergency operations.
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Fig. 6. The number of satellites to be launched into orbit (in 2019-2033)
Resource: Novaspace (2025). Support instruments for EU / European access to space.
It should also be noted that on the domestic market, a civilian institution – the Polish Space Agency (POLSA), subordinate to the minister responsible for economic affairs (currently the Minister of Finance and Economy). In accordance with the POLSA Act, the entity is tasked with supporting the development of the space industry in Poland, the use of space, as well as research and development of space technology, by engaging entities in national and international projects in order to develop the sector in Poland.
3.4.2. The safety aspect of your own resources
From a safety perspective, a growing number of nations are seeking to utilize space to enhance their security and build autonomous civil and military satellite capabilities. The growing importance of space has naturally led to an increase in potential threats stemming from space use and the development of anti-satellite capabilities (ASAT), which can be used to disrupt, degrade, or even destroy the satellite systems of opposing nations.
Therefore, threats in space can be divided into natural threats and those caused by human activity.
Natural hazards, based on the effects of space weather (SpWx), are primarily the physical consequences of solar activity, which include solar flares, coronal mass ejections (CMEs), solar energetic particles, and galactic cosmic rays. Natural hazards result in electromagnetic noise, electromagnetic wave interference, and energetically charged particles, which can negatively impact signal and data transmission by temporarily degrading transmission power, as well as potentially causing physical damage to the satellite's surface or its electronic components.
An example of solar activity, through solar flare emission and a coronal mass ejection, was the loss of 39 SpaceX Starlink satellites, which occurred on February 3, 2022. High-energy particles, forming the solar wind, reached Earth as the Starlinks were being launched into orbit. Although the solar geomagnetic storm was moderate, it contributed to the damage to the electronics of all the launched satellites.
It should be emphasized that space weather most often affects the functioning of SATCOM satellite communications, positioning systems, satellite navigation and PNT time, and HF high-frequency radio communications.
However, a much greater threat in space comes from threats caused by human activity, which come from the possibility of using tools or weapons on Earth or in space (so-called ASAT capabilities), or as a result of the existence of large numbers of artificial objects placed in Earth orbit (so-called space debris) to pose a threat to the space segment of satellite systems.
Earth orbits, especially LEO (Low Earth Orbit), are becoming increasingly crowded due to the development of new technologies, the miniaturization of satellite components and assemblies, and the reduction in design requirements and production costs of these systems. As a result, various countries and their entities are engaging in space exploration to utilize space resources, which has an impact on traffic congestion.
Consequently, according to ESA's Report on the Space Economy, there are several thousand satellites in LEO orbit, and an estimated 36,500 objects (satellite components) larger than 10 cm, traveling at a speed of approximately 27,000 km/h, which pose a collision risk to other moving artificial objects. According to the Space Defence Strategy of the French Ministry of the Armed Forces, it is estimated that 50% of the debris currently in orbit will still be in space in 20 years, not counting any that will be created in that timeframe.
3.4.3. Cyber threats
With the development of space technologies and the widespread use of satellite resources in our lives, the number of attacks on the space sector has increased, particularly on SATCOM systems and infrastructure. In the 1980s and 1990s, with the widespread use of satellite communications for satellite television and widespread broadcasting, incidents of signal interception began to occur. Figure 7, prepared by the French company CyberInFlight as part of the Space Cybersecurity Market Intelligence Report, shows the increase in cyber threats to satellite infrastructure from 1977 to 2023.
Then, at the beginning of the 21st century, jamming activities began to emerge, although initially they were more frequently used in areas where military operations were underway. However, with the growing importance of data and services provided by space assets, satellite jamming shifted to areas where there were no theaters of operations, and the activities had a predominant impact on civilian users, daily life, and economic stability.
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Fig. 7. Increase in cyberattacks on the space sector (1977 to 2023)
Resource: CyberInFlight (2025). Space Cybersecurity Market Intelligence Report.

The turning point came in 2022 with the start of Russia's invasion of Ukraine, confirming that satellite systems are crucial for conducting armed conflicts, and cyber threats in space, targeting satellite infrastructure, are becoming as common as those affecting regular ICT infrastructure. 
An example of attacks on civilian infrastructure is the jamming of GNSS signals and the impact on civil aviation. Figure 8, prepared by the US Center for Strategic and International Studies as part of the Space Threat Assessment report, shows that jamming is quite common these days and occurs in various parts of the world. The daily number of disrupted flights worldwide reached 2,000 flights per day in 2024.
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Fig. 8. Number of disrupted commercial flights, by world region, in 2024
Resource: Center for Strategic and International Studies (2025). Space Threat Assessment.

The most common effect of these attacks is a complete loss of service, data access, or at least a reduction in its quality. In the case of eavesdropping or data interception by a third party, the user may be unaware of the data loss, and as a result, the data or information may be exploited by an opposing party.
Space threats, both natural and caused by human activity, can have a significant impact on the functioning of the state's security system in the context of military defence, economic stability, critical and common infrastructure, as well as the everyday lives of citizens.
4. Conclusions and Summary
The development of space technology and its widespread use for civilian and military purposes are increasing the importance of space for the functioning of modern states, especially in terms of their security. The widespread use of satellite services, the use of data and products in the daily lives of citizens, the progress of civilization, and the rising standard of living have resulted in society becoming dependent on daily access to technologies and services based on satellite resources. Economic functioning, production, trade in goods and services, and industrial development all rely on space resources.
Of course, the growing importance of space exploration has led to an increase in potential threats, both natural and man-made, from space exploration and the development of anti-satellite (ASAT) capabilities. Since space now plays a key role in terms of security and economic interests, it is also an arena in which the interests of states vying for dominance compete.
Restricting access to or completely eliminating space resources could pose a threat to the pursuit of national interests. Therefore, space threats have a significant impact on the functioning of the national security system, including military defence, economic stability, critical and public infrastructure, and the daily lives of citizens.
When designing the architecture of a new satellite system and being responsible for the management of European satellite resources in space, various legal, financial, security and technology development aspects must be taken into account. Legal aspects related to the use of space, conducting business, registration, and liability are key considerations when initiating the planning process. Technological developments, the commercialization of services, and, consequently, the growing number of satellites in orbit influence the architecture and its management. Emerging threats, both natural and human-induced, will impact the management of space resources.
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Exhibit 13: European launchers, operational and under development
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Exhibit 9: Forecast satellites to be launched (2019-2033)
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